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U.S. Department of Justice

Federal Bureau of Investigation

July, 2016
Washington, D.C.

CLINTON E-MAIL INVESTIGATION
MISHANDLING OF CLASSIFIED — UNKNOWN SUBJECT OR COUNTRY (SIM)
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This report recounts the information collected in this investigation. It is not intended to address potential inconsistencies in, or the
validity of, the information related herein.
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(U/AFBHE0) On July 10, 2015, the Federal Bureau of Investigation (FBI) initiated a full
investigation based upon a referral received from the US Intelligence Community Inspector
General (ICIG), submitted in accordance with Section 811(c) of the Intelligence Authorization
Act of 1995 and dated July 6, 2015, regarding the potential unauthorized transmission and
storage of classified information on the personal e-mail server of former Secretary of State
Hillary Clinton (Clinton).? The FBI's investigation focused on determining whether classified
information was transmitted or stored on unclassified systems in violation of federal criminal

? (BHFOBQ) For a complete listing of the interviews conducted, electronic media collected. legal process issued. and classified e-
mails identified during this investigation, please refer to Appendices A-D. As background. Clinton was Secretary of State from
January 21. 2009 through February 1. 2013.
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statutes and whether classified information was compromised by unauthorized individuals, to
include foreign governments or intelligence services, via cyber intrusion or other means.
(U/FOYH0) In furtherance of its investigation, the FBI acquired computer equipment and mobile
devices, to include equipment associated with two separate e-mail server systems used by
Clinton, and forensically reviewed the items to recover relevant evidence. In response to FBI
requests for classification determinations in support of this investigation, US Intelligence
Community (USIC) agencies determined that 81 e-mail chains,” which FBI investigation
determined were transmitted and stored on Clinton's UNCLASSIFIED personal server systems,
contained classified information ranging from the CONFIDENTIAL to TOP SECRET/SPECIAL
ACCESS PROGRAM levels at the time they were sent between 2009-2013. USIC agencies
determined that 68 of these e-mail chains remain classified. In addition, the classification
determination process administered by the US Department of State (State) in connection with
Freedom of Information Act (FOIA) litigation identified approximately 2,000 additional e-mails
currently classified CONFIDENTIAL and 1 e-mail currently classified SECRET, which FBI
investiga}ion determined were transmitted and stored on at least two of Clinton's personal server
systems.

(U/AOB6) The FBI's investigation and forensic analysis did not find evidence confirming that
Clinton's e-mail accounts or mobile devices were compromised by cyber means. However,
investigative limitations, including the FBI's inability to obtain all mobile devices and various
computer components associated with Clinton's personal e-mail systems, prevented the FBI from
conclusively determining whether the classified information transmitted and stored on Clinton's
personal server systems was compromised via cyber intrusion or other means. The FBI did find
that hostile foreign actors successfully gained access to the personal e-mail accounts of
individuals with whom Clinton was in regular contact and, in doing so, obtained e-mails sent to
or received by Clinton on her personal account.

1. (U/AAOHO) Clinton's Personal E-Mail Server Systems

A. (UFEE6) Initial E-mail Server: June 2008 — March 2009

(U/FOBO) In or around 2007, Justin Cooper, at the time an aide to former President William
Jefferson Clinton (President Clinton), purchased an Apple OS X server (Apple Server) for the
sole purpose of hosting e-mail services for President Clinton's staff."* Due to concemn over
ensuring e-mail reliability and a desire to segregate e-mail for President Clinton's various post-
presidency endeavors, President Clinton's aides decided to maintain physical control of the
Apple Server in the Clinton residence in Chappaqua, New York (Chappaqua residence).**
According to Cooper, in or around June 2008, a representative from Apple installed the Apple

® (U//PE&B6» The number of classified e-mail chains identified may change as classification determination responses continue to
be returned to the FBL

¢ (U//%0%6) For the purposes of the FBI's investigation, an “e-mail chain” is defined as a set of e-mail responses having the
same initial e-mail. The subject line may be edited in these chains to reflect the purpose of the forward or reply.

4 (U/FOPO) State did not provide a determination with respect to the classification of these e-mails at the time they were sent.
According to State Under Secretary of Management, Patrick Kennedy. unclassified information provided to State in confidence
can later be considered classified when it is “further assessed the disclosure of such information might damage national security
or diplomatic relationships.” Such information is referred to as “up-class” or “up-classified.”
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State OIG Report, IRM introduced SMART throughout State in 2009; however, the Office of the
Secretary elected not to use the SMART system to preserve e-mails, partly due to concems that
the system would “allow overly broad access to sensitive materials.”“l ]told the FBI
that representatives from the Executive Secretariat asked to be the last to receive the SMART
rollout, and ultimately SMART was never rolled out to the Executive Secretariat Office.?'? This
left the “print and file” method as the only approved method by which the Office of the Secretary
could preserve record e-mails.*"
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(U/EQHO Mills wrote in a letter to State, dated December 5, 2014, that it was Clinton's
practice to e-mail State officials at their government e-mail accounts for official business, and,
therefore, State already had records of Clinton's e-mails preserved within State recordkeeping
systems.”'* Abedin also stated in her FBI interview that Clinton's staff believed relevant e-mails
would be captured and preserved by State if any of the senders or recipients were using an
official State e-mail account.”"> The State OIG stated in its report that this was not an appropriate
method of preserving record e-mails, and Clinton should have preserved any record e-mails
created and received on her personal account by printing and filing the e-mails in the Office of
the Secretary.*'® State OIG also determined Clinton should have surrendered all e-mails relating
to State business before leaving her post as Secretary of State.”'” Clinton stated that she received
no instructions or direction regarding the preservation or production of records from State during
the transition out of her role as Secretary of State in early 2013.*'® Furthermore, Clinton believed
her work-related e-mails were captured by her practice of sending e-mails to State employees'
official State e-mail accounts.*"

B. (U F65 Communications Equipment in Clinton's State Office and Residences

(UAFBH65 Investigation determined Clinton did not have a computer in her State office, which
was located in a Sensitive Compartmented Information Facility (SCIF) on the seventh floor of
State headquarters, in an area often referred to as “Mahogany Row.”?*"-**1222 State Diplomatic
Security Service (DS) instructed Clinton that because her office was in a SCIF, the use of mobile
devices in her office was prohibited.?*’ Interviews of three former DS agents revealed Clinton
stored her personal BlackBerry in a desk drawer in DS “Post 1,”°“ which was located within the
SCIF on Mahogany Row.******-2% State personnel were not authorized to bring their mobile
devices into Post 1, as it was located within the SCIF.**” According to Abedin, Clinton primarily
used her personal BlackBerry or personal iPad for checking e-mails, and she left the SCIF to do
so, often visiting State's eighth floor balcony.?*® Former Assistant Secretary of State for DS Eric
Boswell stated he never received any complaints about Clinton using her personal BlackBerry
inside the SCIF.*”
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I \This decision was relayed to Clinton's executive staff via a memo titled " Use of
Blackberries in Mahogany Row,” dated March 6, 2009.>** Clinton stated to the FBI that she
requested a secure BlackBerry while at State after hearing President Obama had one, but she

= M The DS security detachment maintained a Post. known as Post 1. located in the SCIF and directly outside of
Clinton's office on Mahogany Row.
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Individuals who worked in the State Bureau of Public Affairs" often accessed classified
information to understand the context of unclassified information that was to be disseminated
publicly.*” The Public Affairs officials primarily relied upon reporting from country desk
officers to generate talking points and believed the country desk officers were experienced in
protecting sensitive information within their reporting.*'° The Public Affairs officials were also
responsible for notifying State leadership of impending reports by the news media regarding
sensitive or controversial topics.*'' Furthermore, a former DOD official explained that he sent an
e-mail, since deemed to contain classified information, in order to quickly coordinate public
affairflzresponses by State and DOD with respect to a specific incident referenced in the e-

mail .

(U/AFOY0) Individuals, including those in the State Operations Center (Ops Center), ™" who
were responsible for passing information to high-level State officials, worked to identify and
disseminate the information they deemed critical for review by State leadership.*"**!* These
individuals noted that such information was generally sent on State unclassified e-mail systems
because of the need to quickly elevate information at times when the intended recipients did not
all have immediate access to classified e-mail accounts.™*>#1°

(U/FBt0) Investigation identified seven e-mail chains comprised of 22 e-mails on Clinton's
server classified by the USIC as TOP SECRET/SAP. State Department officials, both in
Washington, D.C. and overseas, were briefed into the SAP and communicated both intemnally
and with other USIC officials about the program.*'7*'®#%42% Only internal State e-mails
regarding the SAP were forwarded to Clinton, all of which were sent to Clinton's server by
Sullivan. Clinton and Sullivan engaged in discussions regarding the SAP in four of the seven e-
mail chains.

(S//66A) Durine FRI interviews State employees explained the context for why classiﬂed

material was sent and provided reasons to explain why ﬁh ey d
believe information in the e-mails was classified **!-##2423-42
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il ktated the right method of communication was whichever method allowed for

the Tastest possi de dissemination of the message. *** He also stated that information he received
from other USG agencies was “technically probably classified” but that “you can't do business

" (U/A6H0) According to State's website. the Bureau of Public Affairs “engages domestic and international media to
communicate timely and accurate information with the goal of furthering US foreign policy and national security interests as well
as broadening understanding of American values.”

i (U/Aee) The Ops Center is staffed 24 hours a day and constantly monitors reporting from State cables. other USG
agencies, and open source news outlets for information of interest to State leadership.

Wt (U/Fe80) Individuals who inputted classified information into e-mail chains to pass to high-level State officials indicated
that at times they were relying on information that others had summarized and provided to them.
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